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N Non Disclosure Agreement - ﬁough Draft. N : i ™ Pa

Date:

L7~

From:
To: .

7/27/00 4:13PM
Subject: bNon Disclosure Agreement - Rough Draft.

- Please see that- gets a copy of this too 1 can't find him on e-mail. Thanks

Since | won't be around for a bit, | wanted you all to have an idea about the, non disclosure Agreement 1
added in space for definitions of public source information and an exhibit at the back. | wanted it make
it exhibit C, but that would have messed up some of the references in the document . | can fix that later.
If someone could fill in the blanks with a good Definition and/or start listing items to fill in the exhibits
that would be great. Anyway you can massage this or play around with it while I'm gone, Food for
thought so to speak. ™ ,
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4. Public Source Information is defined as informatiom
found by user -friendly comprehensive public records databases.
One can locate addresses, companies, properties, vehicles, -
associates, phone numbers relatives and news in the systems of
"public source information ‘providess. Systems seasrch all three

credit bureaus, insurance applications and claims, property
records and thousands of other sources. o

B. INFORMATION MARKING

i. All @nformation which is disclosed by ChoicePoint to
.the FBI and which is to be protected hereunder as Proprietary
Information of ChoicePoint shall:

a) if in writing or other tangible form, be conspicuously
- labeled as Proprietary, Confidential or the like at the
-time of delivery and contain this statement: - “Not to be

disclosed or used outside the FBI except with written

approval from ChoicePoint”; ‘ s ' ‘

b) if oral, be identified as Proprietary Information at the
time of disclosure and, if subsequently reduced to

writing by either party, the writing shall be labeled:as-

indicated in section B(1) (a) above.

ChoicePoint shall have the right to correct any inadvertent -

. X

failure to designate information as Proprietary‘Information'by,Jgg:n

written notification to the FBI. After receiving said o
notification, the FBI shall from that time forward treat such
information.as Proprietary Information and shall protect such

Proprietary Information.

2. All information which is disclosed by the FBI to

ChoicePoint and which is to be protected hereunder as Sensitive ‘

Law Enforcement Information shall: |

a) if in writing or other Eangible form, . be conspicubusly-'

labeled as Law Enforcement Sensitive or the like at the
time of delivery and contain this statement: "This
information includes data that should not be disclosed
outside ChoicePoint without written approval from the
FBI." . : o : ‘

b) if orxral, Ee jidentified as Sensitive Law Enforcement '
Information at the time of disclosure and, if
subsequently reduced to writing by either party, the

writing shall be labeled as indicated in section B(2) (a) '

above..

The FBI»ghall have the right to correct any inadye;tent fai}ure
to designate information as Law Enforcement. Sensitive by written
notification to ChoicePoint. After receiving said notification,

-2 -
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ChoicePoint shail‘from that time forw. ' i ' :
. -as Sensitive Law Enforcement ard treat such information

=il Information and
Sensitive Law Enforcement: Information.. . shall protect such

INFORMATION DISCLOSURE AND RESTRICTIONS

1. All disclosures of Proprietary or Sensitive Law

Enforcement Information between the parties pursuant to this

Agreement shall be made by or under the supervision of the

peéigpagedlCoordinatorsforﬁeach party. Such Coordinators are
identified in. section G. ;

2. Subiect_to the proYisions of section C(3) with réépect
to any Prop;letary ;nformatlon provided hereunder, the FBI shall
treat such information in the following manner: C

a) restrict disclosure of Proprietary Information to only =~
those FBI employees and other Federal employees who have .

a need to know the information and who have indicated*”

their agreement to be bound by the obligations of this ..
-Agreement as evidenced by their signature on the form™ '/

attached hereto as Exhibit A;

b) restrict disclosure of Proprietary Information to dnly;gi 

its agents, advisors, consultants, contractors and/oxr @ :

subcontractors who have a need to know the information' ...
and who have indicated their agreement to be bound by - .

the obligations of this Agreement as evidenced by their ..
signature on the form attached hereto as Exhibit A; - -

c) restrict disclosure of Proprietary Information to other

~state or local law enforcement officials involved in the

implementation of contract number . _— - oxr who
have a need to know the information and who have

indicated their agreement to be bound by the obligations ..
of this Agreement as evidenced by their signature on the -

form attached hereto as Exhibit 3; -

d) advise all FBI empioyees and non-FRI employees. who érei"'
members of or working with contract number -

or who otherwise have access to the Proprietary

Information, of the obligation to protect Proprietary L

Information provided hereunder and,.as mentioned in

sections C(2) (a) - C(2) (c) above, obtain the agreement .

of all FBI employees and non-FBI employees to be so - -
bound as evidenced by their signature on the form
attached hereto as Exhibit A; _
ike) 'uSe‘thé,Prbpriééafyylﬁformation provided hereunder only"
... for purposes directly related to determining " C

-3 -
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 requirements for contract number =~ o« ., and for no
othexr burposes except as provided in section J of this

Agreement; . S S R i

f) contest disclosure to any third party pursuant to any

' Fregdom of Information Act request for disclosure of
ChoicePoint Proprietary Information and notify
ChoicePoint in writing of any such request.

3. The obligations.imposed upon.the FBI herein shall not -
apply to information, whether or not designated as Proprietary .
Information, "which is: . : ‘

a) right?ul}y received from a third party without
restriction and without breach of this Agreement; .

b) independently developed by the FBI without use of
ChoicePoint Proprietary Information; .

c) disclosed without similar restrictions to a third'party 
by ChoicePoint; : 4 :

d) approved.ih writing by ChoicePoint~for disclqsuré;'f_f

e) required to be disclosed by the FBI pursuant to statute,
regulation, or a valid orxder of a court; provided, = - .
however, the FBI shall have first given notice to . S
ChoicePoint and made an effort to obtain a protective’
‘oxrder. - : R

4. Subject to the provisiohéwa Sédtion.C{5)‘with respect
to any Sensitive Law Enforcement Information provided hereunder, -
ChoicePoint shall treat such information in the following manner:

a) restrict disclosure of SensitiVe'Léw‘Enforcemént '

Information to only those ChoicePoint employees who have f.

a need to know the information and who have indicated
their agreement to be bound by the obligations of this
Agreement  as evidenced by their signature on the form -
attached hereto as Exhibit A; . : ‘ o '

b) restrict disclosure of Sensitive lLaw Enforcement
Information to only its agents, advisors, consultants,
contractors and/or subcontractors who have a need to
know the information and who have indicated their .
agreement to be bound by the obligations of this-
Agreement as evidenced by their signature on the form
attached hereto as Exhibit A; s :

c) advise all ChoicePoint employees'aaé—gegéehéieepeéﬁé
employees who have access to the Sensitive Law
Enforcement Information of the obligation to protect

-4 -




" Sensitive Law Enforcement Information provided hereunder
and, as mentioned in sections C(4) (a) and C(4) (b) above,
obtaln the agreement of all ChoicePoint and-nen—
CheicePoint employees to be so bound as evidenced by.

their 51gnature on the form attached hereto as Exhibit

d) use the Sensmtlve Law Enforcement Informatlon prov1ded
hereunder only for. purposes dlrectly related to
determining 1mplementat10n requirements for Contract’
,number . .. and for no other purposes'

5. The obllgatlons imposed upon ChoicePoint herein shall
not apply to information whether or not designated as Sensitive
Law Enforcement Informatlon, which is:

a) rlghtfully recelved from a thlrd party without
. restriction and w1thout breach of thls Agreement;

b) 1ndependently developed by CholceP01nt without use of
/ﬁSen51t1ve Law Enforcement Information; '

c) disclosed without 51m11ar restrictions to a third'?aft?z”"

by the FBI; -

d)} approved in wrltlng by the FBI for dlsclosure by
~Ch01ceP01nt-

T e) required to be disclosed by ChoicePoint'pnrsuent_tO-:"

statute, regulation, or a valid order of a court; :
provided, however, ChoicePoint shall have first- glven
notice to the:FBI and made an effort to obtaln a
protectlve order.

D. INFORMATION OWNERSHIP RIGHTS

1. Nothlng contained in this Agréement shall be construed
as granting or conferring any rights by license in any

Proprietary Information .disclosed to the FBI or -in any Sen51t1ve,

Law Enforcement Information disclosed to ChoicePoint. All.
Proprietary Information shall remain the property of ChoicePoint
and shall be returned by the FBI to ChoicePoint upon written
request. Likewise, all Sensitive Law Enforcement Information
shall remain the property of the FBI and shall be returned by
ChoicePoint to the FBI upon written request. If the parties
hereto decide to enter into a reimbursement agreement as . .
authorized by contract number : or any licensing
arrangement regarding any Proprietary Information or present or
future patent claims disclosed hereunder, it shall be done only
on the basis of a separate written agreement between them. - No
disclosure to the FBI of ‘any Proprietary Information hereunder
shall be construed to be a publlc dlsclosure of such Proprletary
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FBI for any burpose whatsoever,

E. '~ NO FURTHER OBLIGATIONS

1. TheIfurniéhing-offany Proprietary or Sensitive Law

- or the FBI to enter into any further agreement Or negotiation or

to refrain from entering into an agreement or negotiation with
any other party, provided that an agreement with any other party
complies with this non-disclosure Agreement. ) '

F. UNAUTHORIZED DISCLOSURE

1. In the event the'FBI discloses,ﬂdisseminates; or .’
releases any Proprietary Information-received‘from ChoicePoint,

except as provided in this Agreement,'such’disclosure, : -
dissemination or release will' be deemed a material breach of this

Agreement and ChoicePoint may demand prompt return of all ...
Proprietary Information previously provided to the FBI. The . .
provisions of this paragraph apply in addition to any other legal -
rights or remedies the parties may have under Federal law. . ..

- 2. In the event ChoicePoint discloses, disseminateé;lbf‘" -
releases any Sensitive Law Enforcement Information received from -

‘the FBI, except as provided .in this Agreement, such disclosure,

dissemination or release will be deemed a material breach of this..
Agreement and the FBI may demand prompt return of all Sensitive
Law Enforcement Information previously provided to ChoicePoint.
The provisions of this paragraph apply in addition to any other
legal rights or remedies the parties may have under Federal law. .
{cAN WE GET SOME LIFE OR DEATH LANGUAGE FOR HERE?}

G. DESIGNATED COORDINATORS .

1. The Designated;Coo:dinators for the parties are:

For ChoicePoint:

For the FBI:

during the term of this Agreement by nogifying the Designated -
Coordinator for the other party in writing. .

‘Each party may changé its Designated Coordinator at any time-




H. ENTIRE'AGREEMENT, MODIFICATION, DURATION, AND TERMINATION

1. This Agreement constitutes the entj \
. ire agreement between
the parties and Supersedes any prior or contemporaneous oral or -
written representation With regard to the subject matter hereof.

This Agreement may not be modifij : :
both parties. 1ed except by a writing signed by

2. This Agreement shall be effective from September -

2000 through_September ¢+ 2004 unless amende&?-in writing,"
by mutual;wrltt?n'agreement of the parties. Notwithstanding the
abovg,;the provxsmonskconcerning nondisclosure of Proprietary and
Sensitive Law Enforcement Information received under this -
Agreement shall survive expiration of the term of this Agreement. -

. 3. Upon the request of ChoicePoint or after the term of .
this Agreement, whichever ig Sooner, the FBI shall cease use of
all Proprietary Information received from ChoicePoint and shall
destroy all such information, including copies thereof, and shall
furnish ChoicePoint with written certification of destruction,
- or, upon ChoicePoint's request,.shall‘return such information to
ChoicePoint. : o , ' "l

4. Upon the request of the FBI or after the term of this

Agreement, whichever isg sooner, - ChoicePoint shall cease use of m,[
all sensitive Law Enforcement Information received from,the'FBIa{ﬁg
and shall destroy all such information, including copies thereof, =

and shall furnish the FBI with written certification of
destruction, or, upon the FBI's request, shall return such
information to the FBI. - -

5. Information may have been disclosed by ChoicePoint to

the FBI prior to the effective date of this Agreement pursuant to

the terms of a prior non-disclosure or similar agreement between . -

.the parties and the disclosure of said information was restri
(whether termed Confidential Information,_Proprietary
Information, or a similar term) .under such agreement. Said . S
information shall retain that status and shall be treated as
Proprietary Information by the FBI under the terms of this

Agreement without further action on the part of ChoicePoint. .. & .

6. Information may have been disclosed by the FBI to
ChoicePoint prior to the effective date of this Agreement
pursuant to the terms of a prior non-disclosure or similar
agreement between the parties and the disclosure of said
information Was restricted (whether termed Sensitive Law

Enforcement&Information,vLaw Enforcement Sensitive Informatidn} '

or a similar term) under such agreement. Said information shall
retain that status and shall be treated by ChoicePoint as R
Sensitive ‘Law Enforcement Information under the terms of this
Agreement-without further action on the part of the FBI.

Q

-7 -

cted




|

I. GOVERNING LAW R
1. This Agreement shall.be governed by Federal law.
J. INVESTIGATIONS AND CONGRESSIONAL'#EQUESTS

_ 1. Nothing in this Agreement shall prevent the FBI from
using }nformatlon received under this Agreement to pursue an A .
investigation, or respond to a Congressional request or subpoena.

K. HEADINGS

1. Headings used in this Agreement are for reference
purposes only and shall not be deemed a part of this Agreement.

.

ChoicePoint

By:

. Title:

Date:"

Federal Bureau of Invéstigation_

vBy:

Title:

gDéte:‘
i
i
g

Seplesnbes 38,2000 ﬁ




Exhibit A

ACKNOWLEDGMENT OF NON-DISCLOSURE OBLIGATTIONS

I have read the Non-Disclosure Agreement dated : '
2000, between ChoicePoint, Inc. and the Federal Bureau of
Investigation (“ChoicePoint-FBI Agreement").. I shall be bound by
the terms and conditions of the: ChoicePoint-FBI Agreement, and I
will not reveal any information disclosed to me pursuant to it
except as provided for in the ChoicePoint-FBI Agreement.

Sy

progp R e

Signature

Name

. Title

Organization

. Date

P P P RN
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From: ' L "
To: :

Date:  * "7/28/00 12:43p)

Subject: CP ‘Statement Of Work ‘7‘——

v 'E" copy of SOW attached. - I have added NSD security verbage to Section 8, .L il
Please proceed with the fine tuning of the legal-ese in concert w. I'm available nextweekto 7 C

discuss whenever you're ready. -and | will continue work on fee schedule, clegrances,etc. Thanx

JPS R b7¢— |

r
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$9 Re: Choi'  1int Contract

Page 1}

Pl o |
Re: Chouce. oint Contract (aka“@) L '

That works out fine as I'l be at Cape Cod 8/18 - 8/27.

From:
To:
Subject:

| have a meeting tentatively scheduled-for 8/29 in the moming o herwnse l am wide open that week I' ll
try {o figure qut what | meant by Lihe mean while.

08/11/00 05:09PM >>>

will be on official travel and AL for the next two weeks. | will be taking your NDA with me for
urther study...still not sure exactly what you need lwﬂl will be
backon08/28 _ g . ,‘a

e
-

Phas done the requisition, it was sent for slgnatufe today. ! put a copy of
oicePoint's fee estimate in Bu mail today...it's not much but may give you an tdea Clearance of CP
potential contract employees is being coordinated with NSD.

Let's get together week of 08/28 for a status check.

13144’5 bos
CLASSIFIED BY: S%’Llchlgg

..'.4: 1 'l (
L-§ ’ 3 \
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[J Immediate * [ Top Seczet _ Time Transmitted: /4 '30//7’7
O Ppriority [ Secrer - L Sender's Initials: -~ __/sls
X1 Routine [ Confidential . Number of Pages: a2
[ Sensitive . (including cover sheet)
X Unclassified ' .

To: FBIHQ, CID, OSS,
Name of Office

Date; 08/11/00

Facsimile Numbey:

Attn:

ROOM 4343 - S
ame .- Room Telcphonc E

G S |
o Name of Office . ) , 7 ~.';; U By 6P5/U(/I kg&

J.a“

" Subject; CHOLCEPOINT I ; Bt 2 18 0“_ C
: : L - Iy
Special Handling Instructions; PLS. HANDCARRY FAX T_
THANK YOU. Ao . | o
Originator's Name' B © Telephone: “__’
n-ﬁ"’ P o B .
Originator's Facsimile Number - 1l C
Approved:

Brief Description of Commumcamn Faxed ATTACHED IS A COPY OF CHOICEPOINT’S

PROPOSED COST BREAKDOWN .
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T
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10 the rdcasabxhty of (hxs xn{om:auoa following our oonsulw.:on with the other agency( a)

Page(s) withheld inasmuch 2s 2 {in2l release determination has not been made. You will he advised 25 1o the
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October 23, 2000
11 Pa.ge 3 Sectxon I The followmg clauses are not in the contract and need tobe: |
Changes =~ | 52 243-1 - Altemate \'A
- Disputes 10 52.233-1
Default o 52.249-9
Termination 52 249-2
12,  Page3l 52, 203-6 Restnctxons on Subcontractor SaIes to the Government
"13.  I'would recommend addmg 52.225-13, Restnctlons on Certain Foreign Purchases
requxred for Frxed Pnce Supplles & thed Price R&D. L
14. Iwould recommend addmg 52.225- 16, Sanctloned European Umon Country Servxces it .
- isa requtrcd for ﬁxed pnce R&D :
15. Page 33 What are Attachments 1 & 5?
16.  What happened to page numbers after page 33‘7
17. . Onthe last page somethmg is rmssmg from paragraph l 7 3- Recommend "....to meet

the quahﬁcatxons in Sectzon C and paragraph H 5 "

We are gettmg therel
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From;
To:
Date: 11/27/00 5:31PM
Subject: Hold Harmless Verbiage
-See page 2, Paragraphs 3 & 4, By the way, does t S an addendum or a ¢p§t of the
contract itself...won't we have to get additional approval et al.) for the indemnification
S

amount? Anyway. thanks much for your assistance today, you were a big help! JP
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PART I - 'THE SCHEDULE // S '
'SECTION.B - SUPPLIES OR SERVICES AND PRICES/COSTS . |

B.1 TYPE OF CONTRACT
IYPE OF CONTRACT

- This. is a Firm-Fixed-Pricé,(FFP) éontracth o :
B.2 SERVICES | | _ b’

The Criminal i ive Division (CID— ‘

has a requirement to conduct a

easibility study for a proto methodology to meet the
requirements of the Federal Bureau of InveStigation's (FBI),

B.3 PRICES/COSTS o , o : LI

as'followé}

The contractor shall provide services at the pricing

B.3.1 BASE YEAR - NINE. (9) MONTHS

CLIN DESCRIPTION PRICE

U* e

2002 «oxlarliiees o .
|




0004

0005

0006

0007

DESCRIPTION

(S)

SE ET

“a‘:: ':‘l-

S s b Dt




- CLIN

0008

0o0a9

0010

TOTAL PRICE FOR_BASE'YEAR'NINE (9): MONTHS .

() Develop é7projecﬁ Eimetablé-‘
"‘commensurateawith,the;Delivery-‘\

SECRET

DESCRIPTION

a———

(U)’_TravelﬁtoﬁtheaWashington,”Dcfarea'
Lo meet with FBI project leaders as . | -
necessary. - Travel shall be on a e
reimbursable basis ‘and shall be done
pursuant to the Federal Travel Regulations.

Schedule,iﬂ'u_sw_

PR




. SECTION C - DESCRIPTION/SPECIFICATION/WORK
c.1 BACKGROUND '

The Federal‘Buieéu‘of,InVegtigatibh‘kFBI)“réqﬁire'“a‘feaSibility'
study for a prototype methodology to mee
FBI' ' : Program. '

s

: /'
RSN ) K
c.2  OBJECTIVES o

t the reguirements of the




'C.3 SCOPE

C.4

SECRET




c.4.9 (ﬁ) Travel to the Washlngton, DC area to meet w1th FBI
progect leaders as necessary. Travel shall be on a reimbursable
basis and shall be done pursuant to the Federal Travel
Regulations. -

C.4.10 (U) Develop a project timetable commensurate with the
Delivery Schedule.

e e

KU
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. D.1  PACKAGING AND MarxINg - A aaat |
- T e NARRING

Preservation,Apackaging, and packing fog/ﬁll items delivered
hereunder sha1l be-in,accordance.with commercial practice

(End of Clagéé)

[}
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SECTION E - INSPECTION AND ACCEP?%ECE
52.252~-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract 1ncorporates ‘one or more clauses by reference, with
the same force and effect as if

they were given in full text.
Upon request, the Contracting Officer will make their full text

available. Also, the full text of a clause may be accessed
electronically- at this/these address(es) .

A O,

(End of clause)
E.1 52.246-4 INSPECTION OF SERVICES--FIXED-PRICE (AUG 1996)
E.2 INSPECTION AND ACCEPTANCE -

(a) Inspection and acceptance of services to be furnished o
hereunder shall be performed at place of performance or
destination, by the COTR or his designated
representative, in accordance with FAR 52.246-4 -
"Inspectlon of Services - Fixed Price", and any other
provisions specified in this contract. The Government
reserves the right to conduct any inspection and tests
it deems reasonably necessary to assure that the .
services provided conform in all respects to the
contract specifications. Sexrvices which upon
inspection are found not to be in conformance with
contractual specmflcatlons shall -be promptly rejected
and notice of such rejection, together with appropriate

1nstructlons will be provided to the Contractor by ‘the
Contractlng Officer. ' '

(b) Inspectlon Wlll be completed within thlrty (30)
calendar days after completlon.

(1) &n the event services are of continuing nature .
and this contract prescrlbes periodic payments based -
upon’ increments. of time rendered (e. g., hours or
- months of service), completion of services will be
- deemed: to have occurred at the end of each whole or
fractional month falling within the contract term.

‘10
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(@)
(d)

.,

L

R <)

(2)  In the event services are not offa continuing
hature, such that this contract presCribes payment
based upon fixed units delivered (eg., characters
keyed),'completiOn will be deemeqéto have occurred
upon delivery, - ‘ e :

-

Payment wil] constitutefnotifiéétionkof acceptance.

(End of\c;éuse)

¢
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(a)

(b)Y

(c)

(d)

s%%%zr

INSPECTION AND ACCEPTANCE

Inspection of reports will be conduéied at destination
COTR or his authorized designee. nspection will
consist of an examination of the Feport for (1)
compliance with the specifications or Statement or
Work, (2) thoroughness with‘resﬁéct to content, and

(3) quality with respect to gegérally acceptable
professional standards. = )

The COTR will provide the Cqﬁéfactor his written-
comments and recommendations on the content and
quality of each progress report within thirty (30)
‘calendar days after receipf of the deliverable item.
A copy of the COTR's comqgnts will be concurrently
furnished to the Contracting Officer designated

in the clause entitled "Contract Administration" in
Section G. o

The COTR will providejihe Contractor his written
comments and recommendations on the content of the

 preliminary draft copy of the Final Report within; .

thirty (30). calendar days after receipt

of that deliverable item. A copy of the COTR's
comments will ‘be concurrently furnished to the
Contracting Officér designated in the clause

- entitled "Contract Administration" in Section G. The
COTR's comments,and recommendations will be .addressed -

in the Final Rﬁﬁbrt.

The COTR will,?eview the Final Report and will, within
thirty (30) calendar days, notify the Contractor, in
writing, witH/a concurrent copy to the Contracting - .
Officer des'&hated in Section.G, of the acceptability .
of the Fina}lf Report. Should the Final Report be
determined Alnacceptable, the COTR will notify the .
Contraétingfofficer within ten (10) calendar days
after receipt thereof. 1In such event, the COTR's .
inspectioy report shall address (1) the deficiencies

'} (2) recommendations for corrective action.’
(10) calendar days after receipt of the

COTR's iffspection report, the Contracting Officer will -

notify tfhe Contractor. Failure to so inspect and :
provide jithe required notification within the time frame
set forth above shall not be construed as acceptance.

(Eﬁ&foficiause)
. \(f. , PRt ) 12
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"F.6 \NOTICE.TO THE GOVERNMENT OF DEﬁAYS.»

contractor.encounters
rements, ¢

In the évent the
performance requi
in complying with

-pertinent detail
informational on

y oo

ly in character and that

and the COTR,
S; provided, however, .that this data shal

shall immediately =~
in writing, giving
1 be

this provision shall not

be construed as a waiver by the Government or any delivery

schedule or date, or
under this contract.

F.7 OBSERVANCE OF LEGAL HOLIDAYS
The U.S. Government observes t

New:Year's Day . T
Martin Luther Kings Birthday
Presidents' pay \
Memorial Day
Independence
Labor Day
. .Columbus Day
Veteran's Day ;
ThanksgivingYDa o
Christmas“Day £y 
[“Inauguration g

T
Day
et afepr mibh

.

any rights'orégémedieS‘provided by law or

hg*below Iistéd'days as holidays:
V& i, S

Y

y (when appliqable),_

15
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SECTION G ~ CONTRACT ADMINISTRATION DATA

G.1 JAR 2852.201-70 CONTRACTING OFFICER'S TECHNICAL
REPRESENTATIVE (COTR Jan, 1985

(a) Mx./Ms (to be provided upon contraét“award) of Room No. :

(Building), (Address), (Ared Code & Telephone No.) is
hereby de31gnated to act as Contracting Officer's Technlcal
Representatlve (COTR) under this contract.

(b) The COTR is respon51ble, as appllcable, for rece1v1ng all
deliverable, 1nspect1ng and accepting the supplies or services
provided hereunder in accordance with the terms and conditions of
this contract; providing. dlrectlon to the contractor which
clarifies the contract effort fills in details or otherwise’
serves ‘to accomplish the contractual Scope. of Work; evaluating
performance; and certlfylng'all invoices/vouchers for acceptance
of the supplies or services furnished for payment.

(c) The COTR does not hdve the authority to alter the - ' .
contractor's obligations under the contract, and/or modify any of'
the expressed terms, condltlons,-spec1f1catlons, or cost of the
agreement. If ‘as a result of technical discussions it is -

~ desirable to alter/change contractual obllgatlons or the .Scope of

Work, the Contracting Officer-shall issue such changes.

(End of Clause)




-/
SECRET.

. ‘ /' .'r'..d

- The Contracting Officer for this éontracﬁgii:

e
ing Officer S S

~ General Contracts Unit R
935 Pennsylvania Avenue, N -W.,
Washington, DC 20535 '

G.2 CONTRACT ADMINTSTRATTON

Room 6875 . \

Telephone no.

The Contract Administrator for this contract is:

: !enera! Contractéydhgt '

935 Pennsylvania Agénue,,N.'W;,

Room 6833
Washington, DC 29535

‘ and{puréhase‘order}pumber;andg me
: address‘unleésgpthngise¢instructed.~“nv“

= —y".'-""'-‘.«i.’?“
CERTEE
A8 Al

17
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G.3 INVOICING REQUIREMENTS

Inv01ces shall be submltted to the Contractlng Officer's ‘

Technical Representative designated in this contract to receive
invoices. . Invoices shall be submitted on'a monthly basis. Any
requirement for resubmission for payment or Contractor questions

regarding payment or check identificat hould be directed to
FBI, Contract Admlnlstrator,* All follow-up
_invoices shall be marked "Duplicate’ riginal", b\ Q

A proper invoice shall include the information required by

Section I, Clause 52.232-25 PROMPT PAYMENT, which includes the
following: : A

1. Name and address of the Contractor

2.. Inv01ce date.‘

3. Contract number for services performed (1nclud1ng
order number and contract 11ne 1tem number)

,4.,'Descrlptlon, quantlty,,unlt of measure, unlt prlce,
‘and extended price of services performed.

5. Shipping and Payment‘Terms (e. g., shipment number
and date of shipment, prompt payment dlscount
terms) . Bill of lading:number and weight of :
shipment will be: shown for shlpments on Government
bills of lading:\., RS 3

6. Name and address of Contractor off1c1al to whom .
_payment is to be sent (must be same as that. in the c
contract. or in a proper notlce of a551gnment)
7. Name (where practlcable), tltle, phone number and
" mailing address of person to be notlfled in event
of a defective 1nv01ce. .

8. 'Any other 1nformatlon or documentatlon requlred
i by of other requirements: the contract (such as.
- evidence of shlpment) el b

.l
g

_E)h\
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Additionally, each invoice shall display an INVOICE,NUMBER;

ZAXPAYER IDENTIFYING NUMBER (TIN); awp BANKING TNFORMATION
NECESSARY TO FACILITAT NIC FUNDS T:

S TRANSFER EFT

It shall_be the Contractbr's‘responsibility“to include this
1nfo;matlon on each and every invoice when'invoicing for full or
partla} servicgs performed. If an invoice does not contain the
gbovg information, the Bureau reserves the right to reject the
1nv01ce(s)‘as IMPROPER and notify the wvendor within seven (7)

(Resubmission of a PROPER invoice (s) will be required).
G.4 PAYMENT
Payment will’ be made by the Bureau's Finance Office in accdrdance

with the Prompt Payment Act (See Section I, clause 52.232-25 -
Prompt Payment) upon 'COTR certification of receipt of services.

G.5 WITHOLDING OF CONTRACT PAYMENTS

Notwithstanding any other payment provision of this contract,
failure of the Contractor to submit required reports when due or
failure to perform or deliver required .work, supplies, or .
services will result in the withholding of payments under this
contract unless such failure arises out of causes beyond . the
control, and without the fault or negligence of the Contractor as
defined by the clause entitled "Excusable Delays" or "Default" as
applicable. The Government shall promptly notify the contractor
of its intention té;withhold'paymentvof‘any invoice of voucher
submitted. R L T S T S

G.6 ADDITIONAIL iNVOICING REQUIREMENTS

The contractor fshall submit three (3) invoices, one each in
conjunction with two mandatory progress meetings at sixty (60)

¥

day intervalsjfrom the commencement date and one at the -
conclusion off the contract. With each invoice, the contractor
shall includgé a détailed report of activities conducted and

progress aclieved during the billing pericd.

19
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“H.1 DISCLOSURE OF DATA UNDER THE FREEDOM OF INFoﬁﬁATION ACT
(Foza) £ '

If a request for information contained i a proposal is
-requested under the FOIA, the Government shall have the
right to disclose any information or data contained in a
proposal that results in a contract' to the extent provided
under the FOIA, notwithstanding anyj}estrictive legends that
may have been placed upon it in accordance with other '
contract provisions. The Government will, before ‘
disclosure, make an administrative determination on a case--
by-case basis as to whether the ‘information request is
exempt from disclosure by one of the established exceptions. .
to the ACT. In making this determination the procedures
outlined in 28 CFR, paragraph’ 16.7 shall be followed which, .

in part, affords the submitter of a proposal an opportunity
to object to disclosure. S Do :

- (End of Clause)

e e e LU R LT E Y LAY A Wl TR T ATy T T

H.2 ORGANIZATTIONAL CONFLICTS OF INTEREST - GENERAL

(a) The Contractor wafrants that, to the best of his o
knowledge and belief,/and except as otherwise set forth in
this contract, he does not have any organizational conflict
of interest as defined in paragraph (b) below.

(b) The term "organizational conflict of interest" means a
situation where a Contractor has interest, either due to its
other activities Or its relationship with other , o
organizations, which place it in a position that may be
unsatisfactory of unfavorable (1) from the Government's :
standpoint in being able to secure impartial, technically = .
sound, objectiyé assistance and advise from the Contractor, -
'or in securing/the advantages of adequate competition in its
procurement; qi (2) from industry's standpoint in that '
unfair competitive advantages may accrue to the Contractor

in question. ;- . R o

(c) The Conéractor agrees that, if after award he discovers
an organizatiional conflict of interest with respect to this
contract, hé shall make an immediate and full disclosure in
writing to the Contracting Officer which shall include a = .
‘description of the action which the Contractor has taken or
proposes to take to avoid, eliminate or neutralize the ~
.. conflict. The Government may, however, terminate the

. contract for the convenience of the Government.
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(d) In the event that the Contr ”
£ e actor was awarefof an
organization conflict of intere

this contract and intentionally
conf;lct‘tohthe Contracting Offi
terminate the contract at no cos

st prior to the’award of
did not disclose the
cer, the Government may
t to the Government.

; ’

|

| U

| il .1 E;)|"|k 1
. . L |

|

oo . ;“;(Endldf‘ciause)_ “

511 magerials generated during the feasiﬁﬁlity study project,
including rotes, rough drafts, research/data, software, and
hardware, become the property of the EﬁI. - ' '

Cmme e apede =

H.4 GOVERNMENT RIGHTS IN DATA AND COPYRIGHTS

':!Ei'l'

The government shall have unlimited rights, as delineated in the
FAR clause Rights in Data - Special Works (52.227-14) which is
included in Section I by reference, to all documentation and
other data developed by the Contractor under this contract.

The Contractor shall not duplicate or disclose in any manner, for
any purpose whatsoever, or have or permit others to do so, any

- documentation or other data developed and/or obtained by the
Contractor under this contract. ‘Any publications, presentations
‘and other release of information regarding this contract must be
pre-approved by the Contracting Officer.-

H.5 KEY PERSONNEL

(a) The Contractor shall assign to this contract the
following key persomnel: .7 - o

POSITION/TITLE .~ = NAME
Projéct Di%ector/Manager : To be provided at contract.
award 21
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(b) The Contractor agrees to assign to thi
key persons whose resumes submitt
to fulfill the requirements of the contract. No substitution.
shall be made without prior notification to and concurrence of
the Contracting Officer. During the first ninety (90) days of
performance, the Contractor shall make no.substitutions of key
personnel unless the substitution is necessitated by illness,

. s coptract those
ed with the proposdl necessary

. death, or termination of employment.

(el All proposed substitutes shall meet or exceed the
qualifications of the person to be replaced. Prior to diverting

the specified individuals to other programs, the Contractor shall .-

notify the Contracting Officer reasonably in advance and shall
submit justification (including proposed substitutions) in
sufficient detail to permit evaluation.of the impact on the
program. No diversion shall be made by the Contractor without

-written consent of the Contracting Officer.

(End of C%éusé)

H.6 52.204-2 SECURITY REQUIREMENTS (AUG 1996)

(a) This clause applies to the extent that this cbﬁtract’ianlves'”‘

access to information classified "Confidential," "Secret," or-
"Top Secret.™ : '

(b) The Contractor shall comply with--

(1) The Security Agreement (DD Fdrm‘44l), including the National
Industrial Security Program Operating Manual (DOD 5220.22fM); and

(2) Any revisions to that;ﬁanual, notice of which has beeh
furnished to the Contractor.

{(c) If, subsequent to thé date of this contract, the security
classification or security requirements under this contract are
changed by the Governmght and if the changes cause an increase or
decrease in security costs or otherwise affect any other term or
condition of this contkact, the contract shall be subject to'an
equitable adjustment gs if the changes were directed under the
Changes clause of this contract. L

(d) The Contractor~aérees to insert terms that conform .
substantially to the language of this clause, including this
paragraph (d) but exXxcluding any reference;to‘tperchanges clause
of this contract, ih all subcontracts under this contract that
involve access to ¢ﬁassified information. T S

H $ .

1

-

Arnnns  ———
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H.7

S

ADDITIONAYL: SECURITY RE UIREMENT

. I T LIS
(5) SECRET PERSONNEL SECURITY CLEARANCES:

{(a) All Owners, offlcers, dlrectors, executive personnel,

job superlntendents, and security officers of the Contractor and -

selected subcontractors with access to the FBI Facility or to the
contract documenEs shall possess, as a minimum, Department of .
Defernse, Defense Industrial Security Clearances (DISC) Facility
Access Clearances at the "SECRET" level in order to be permitted
access to FBI fac111t1es ‘or.‘the contract documents. This shall

result from FBF .sponsored requests to the Defense Industrial
Securlty Cleanance Office (DISCO).

(b) Fo;gs required shall include: : 23
. 4
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(i) SF- 86, Securlty Investlgatlon Dat for Sensmtlve
P031tlon

. (11) FD- 258 two (2) completed FBI flngerprlnt Cards'
{(6) FACILITY ACCESS SECURITY CLEARANCES”

(a) all subcontractors, all job supervrsors and all site
workmen of the prlme contractor and its subcontractors will be
requlred at a minimum to a "FACILITY ACCESS“ clearance.

(b) Forms required shall 1nc1ude:
{4) FD-816, FBI data form
(ii)\'Authorlty to Release Informatlon Form |
( : (iii) FD- 484, Privacy’ Act Notlflcatlon.Statement. _
' (iv)  FD-258, Two-(ﬁ) completed FBI Fihgerprint‘Cards.'

‘ "{c) Contract Securlty Repregentative. The Contractor'
shall designate one of his staff as Contract Security

Representative (CSR). The name of the CSR shall be submitted to
the FBI Contracting Officer (CO) and the Contractor will insure
that the so named individual shall not be removed from this '
position without written approval from the CO. The CSR shall be
the individual who will deal with the FBI on all securlty .
matters. For the purposes of this Project, all security matters
will be handled through the FBI Contracting Officer's Technical
Representative (COTR). All security clearances for the
Contractor, the subcontractors, and all employees of these flrms,
shall be handled through the COTR.

Addltlonally, the CSR's responsrbllltles w1ll include:

(1) Prov1de to the COTR all requlred information to obtain
Security Clearances for all Contractor employees requiring access
to a fac111ty.ﬁ

(2) Return all Government lssued Property to the COTR."

(i) ¥ The above described Forms and information shall be

completed and’ delivered to the COTR by the CSR at least thirty
(30) working, ‘days prior to the arrival of any individual at the
FBI fac111ty where the work is to be performed

: ' / | 24
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(d) Background Investigation. A back rougﬁ investigation
the scope of which will be at the discretiog of the FRI, 3i§i°§é
condgcted on all Contractor personnel. At tha discretion of the
FBI,.personnel may also be interviewed by thé FBI regarding
fprelgn travel, associates, residences, or other matters of
concern to the FBI, in deciding whether to grant access to its .
facilities or property. Refusal or failure to accurately
complgte the Forms, or to be interviewed to resolve any
questionable matters, shall be deemed reasonable cause for
of access to FBI facilities.

denial
. (e) Interim Security Clearances: will be issued within
Thirty (30) calendar days after receipt of necessary Forms

described in paragraph "(b)" above, unless in the opinion of “the

;ev@ey of background information on a contractor sponsored .
individual. o : . -

FBI Security Office, additional time is required to complete .the . .

‘ The COTR will édvise\thepCSR'when Security Clearances
are approved. - : o o _ R

(1) SECRET AND FACILITY ACCESS CLEARANCES WILL BE ISSUED

ONLY TO UNITED STATES CITIZENS

, (£) Access to FBI Facilities. Access to FBI facilities or
property will be granted only after preliminary verification of .

the accuracy and completeness of submitted information shows no ..

disqualifying factors.

(1) Access to FBI facilities or property will be granted
only where such access is clearly consistent with the mission and’
responsibilities of the FBI. If, for any reason, a contract .
individual is denied access to any FBI facility or property, the
FBI will not disclose to the Contractor the reason for denial,
nor will the FBI be liable for any expense in the replacement of
the individual, . oriany'costs incurred by the Contractor, as a
result of such denial.: - B S

. (2) Decisions concerning granting of access to FBI’
facilities or property are made on a case-by-~case basis. The
Contractor is cautioned that individuals with criminal histories
such as arrest records, felony convictions, misdemeanor , T
convictions, or those addicted to, or abusive of, those addicted -
to, or abusive of, alcohol or chemicals, are likely to be denied
access to the building or Job-Site. The exact nature, extent,
and time passed since these incidents existed, will influence all
access decisions. ‘ 05 -
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(3) Be advised illegal or undocumented aliens. y be o

referred to other cognizant law enforcement agencies
for appropriate. action.

(4) Individuals 1n1t1a11y permltted access may be excluded
at a later date upon discovery of dlsquallfylng factors resulting
from detailed verification of submitted Securlty Informatlon

(g) Visitor Badges Visitor badges w1ll be prov1ded
for individuals who are identified as hav1ng an infrequent or
temporary. legitimate business need for access to the FBI
facilities (i.e., delivery persons w1ll have limited access).
These 1nd1v1duals w111 be escorted at: all tlmes by FBI Personnel

(1) THE CSR SHALL NOTIFY THE COTR AT LEAST 48 HOURS PRIOR
TO ARRIVAL AT THE FBI FACILITY OF ANY INDIVIDUALS WHO WILL

REQUIRE ESCORT BY FBI PERSONNEL

(h) Escorts.' No uncleared persons will be allowed
temporary access to the FBI space, unless they are escorted by
FBI Personnel; and, without first obtaining permission from the
FBI security offlcer.

(i) nght To Revoke Access.  The FBI reserves the
right to revoke access to its facmlltles or property of any
individual, where such access is no longer clearly.consistent
with the FBI's mission and respon51b111t1es, and the Contractor
agrees. to immediately remove that individual from the Job-Site in
such circumstances. In cases of access revocation, the FBI will
inform the individual of the basis of the revocation, unless to
do so would reveal clagsified or sensitive information, and give
the individual an opportunlty to explaln, rebut or refute such
basis in writing. Acgess will remain revoked pending prompt
review of any such submission by the individual.

(1) The FBI shall have and exercise full and complete
control over grantlng, denying, w1thhold1ng or termination access
for contract 1nd1v1duals.

'A

(3) Relnvegtlgatlon. The FBI reserves the rlght to
reinvestigate contract individuals on a periodic basis (every
five years) or, where facts or_information indicate that
continued accesg may no loriger be clearly cons1stent with the
FBI's wmission Eespon81b111t1es.

: \
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(1) Should the contractor receive info’vation regardi '
emp%oyee wplch may affect the access of tha'r:mployee go a;ngB?n
f§c111ty, l.e., knowledge of arrest, felonﬁ-conviction,
mlsdgmeanor conviction, use of or addictiof to drugs and/or
chemicals, abuse of alcohol, indebtedness? a change in or
treatment of mental health, or any beha@ior, activities, or

| assgciations which tend to show that the individual is not
reliable or trustworth

Y., etc.; the Confractor shall advi
FBI immediately.. ! d -O1Y . . vise the

(k) Access Badges. . Appropriatée badges will be furnished by
the FBI authorizing escorted or ungécorted access to the FBI
facilities and property. . The badgé will be kept at.a location to
‘be designated by the FBI; and shall be picked up by the o
individual granted access upon arrival at the FBI premises. It

shall be worn at all times on the upper part of the body so as to
be clearly visible; and will bq’returned to the FBI whenever. the ' -
wearer leaves FBI premises for any reasons or any length of time.

Persons who cannot produce acceptable identification, includihg

those already cleared for access, will not be permitted to enter . -

the FBI facility. L

(1) Claims. The Government shall not be liable for any

" costs incurred by the Contractor, any subcontractor, or any h
contract employee, in the furnishing of required security
information, or in complying with the FBI's security requirements -
during the entire term of the contract. ' S

The Contractor agrees that no claim may be filed for Delay of

Work due to any COntfactor, his subcontractors, or any employees

thereof, failing to:Eomply with the FBI's security requirements. .

(1) . The FBI reserves the right to exclude or remove
from the facility ‘any contract employee, that the FBI deems
incompetent, careless, insubordinate, or who fails to meet and

obey security‘reQﬂirements; or, whose access to the facility is- . =~

deemed by the FBY to be contrary to the best interest of the FBI.'

* ing : ility will be open to
m) Normal’ Working Hours. The FBI faci i 3 o
. the céntfactor:"ersonnel between 6:30 a.m. and -5:30 p.m., Monday
through Friday{ ; 4

denied at all pther times.

27
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(n) Overtime. Work on weekends or out51de of NORMAL
WORKING HOURS will occur only when the COTR so' approves.
Requests for overtime and for access to the sxte outside of
NORMAL WORKING HOURS shall be made in wrltlng to the COTR not
less than 5 calendar days in advance of need

(o) Securltz Requlations. The Contractor agrees that the
following Security Regulatlons will be observed by all contract
personnel involved in. this Project, and”that the facilities and
procedures described in the following: paragraphs will be
operative durlng the term of the Contract

‘ (1) Only United States citxzens will be perm;tted
access to FBI space. In addltlon, record checks will be
conducted to ensure that contractor personnel, or their

associates, are not involved w1th or engaged in drug trafflcklng{'

organized crlme, or Forelgn Counter Intelllgence act1v1t1es.ﬁ

(2) The CSR shall - provmde 1nformatlon to the COTR
regardlng all personnel who required, or cease to require, -
continuing access to FBI space. In order to permit the FBI to
supply badges to allow access to the facility, the CSR shall

insure each individual completes the background data Forms listed .

herein. The forms will be provided in advance by the FBI to the-
Contractoxr. Processing the Forms will be- performed by FBI
personnel at FBI expense.

(3) An indices and record check will be ‘completed for
each Contractor employee listed in. paragraph "a" above.

(4) Securlty checks will be made on all Contractor
employees requiring access to the facility.. Falsification of the
Forms or violation of the faczllty securlty, safety, or code-of-
conduct requirements will result in access to FBI space being
denied. .

(5) Personnel should be aware’ that willfully making
false statements or concealing a material fact.could constitute a
violation of Sectlon 1001, Title ‘18, United States Code. '

* (6) Random personnel and vehicle property 1nspect10ns
will be conducted by FBI securlty personnel.



H.8 TECHNICAL DIRECTION

Performance of the work hereunderfshall be sﬁbject:to technical
1ps;ruct10n§,;whether oral or written, issued by the COTR, or
his/her designee, specified in Section G of this contract. As

used hgrein, technical instructions are defined to include the
following: ‘ ,

(1) pirections to the Contractor which suggest pursuit of
certain lines of inquiry, :change work emphasis, fill in details
or otherwise serve to assist in the Contractor's accomplishment
of the Statement of Work. ’

(2) Guidance to the Contractor which assists in the

interpretation of drawings, specifications or technical portiéns
of work description. . ' L

Technical instructions shall be within the general scope of work
stated in the contract. Technical instructions may not be used
to: (1) assign additional work under the contract; (2) direct a.
change as defined in the "Changes" clause of the contract; (3) '
increase or decrease the contract price or estimated contract -
amount (including fee), as applicable, the level of effort, or
the time required for contract performance; or (4) change any-of
the terms, conditions or specifications of the contract. o

If in the opinion of the Contractor, any technical instructions
calls for effort outside the scope of the contract or is L
inconsistent with this requirement, the Contractor shall notify
the Contracting Officer in writing within ten (10) working days
after the receipt of any such instruction. The Centractor shall
not proceed with the work affected by the technical instruction
unless and until the contractor is notified by the Contracting .
Officer that the technical instruction is within the scope of
this contract. P Ty ‘

Nothing in the foregoing paragraph shall be construed to excuse
the Contractor from performing that portion of the contractual -

work statement which is.not affected by\the:diSputed,technica1 '
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H.5 DISRUPTION T0 xE SCHEDULE 7
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The Contractor}shall notify the Cohtractiﬁg Qﬁ%ﬁéer at any time
there is or may be a disruption of any type which would'delay.any
deliyeries under the schedule. Such notifidition shall be

Y telephone, as soon“as the situation is
own to the Contractor, and shall be followed up in writing
within five (s5) days, : ‘ , EANE S
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